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1. Permissions
2. Sub-agents
3. Plan mode
4. Personality
5. Web search options
6. Windows sandbox
7. Status line
8. Writable roots
9. ExecRules

10. Memory

Advanced features at a glance
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01 Permissions

Default: OnRequest approval policy + workspace-write 
sandbox. Blocks full-disk write access and keeps network very 
limited

Full Access: Never approval policy + danger-full-access 
sandbox. Full filesystem + network access

Custom (config.toml): Takes your custom approval + sandbox
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Built with OS-level sandboxing
OS-level sandboxing reduces risk by isolating the entire agent 
runtime, not just blocking individual tools and actions.

OS Level Sandbox

Governs network and file edit processes

Codex Agent

Modifies Code

Approval

Escalation

File Access +
Network 
Access

● OS-Level file-system 
boundaries: prevent the 
agent from accessing or 
deleting unauthorized files.

● OS-Level network access 
protections: prevent the 
agent from prompt injection 
via internet, prevent 
malicious software 
downloads.

Access 
Approved

Access
Denied
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What’s a Sandbox?

Codex can run commands, such as:
cat, cd, cut, echo, expr, false, grep, head

But we definitely want to block commands like:
rm -rf /, git reset –-hard 

Or connect to the internet by default:
curl external-website

It’s also bound to your git working directory

printf “hi” > ../test.md # should ask for approval

Which makes Codex one of the safest AI SWE to 
use, but requires some customization for advance 
set-up
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approval_mode
(When does Codex ask for your permission to run 
a command?)

1. untrusted: Request permission when it 
attempts to use a command that’s not on its 
“trusted” list
2. on-failure: If command fails, will ask to run 
outside sandbox.
3. (Default) on-request: Runs until it decides 
that it needs to ask for escalated permissions
4. never: Never ask for approvals

sandbox_mode
(Can Codex read / write in the directory, and 
which files can it access?)

1. read-only: Requires permission if attempt 
to write to file

2. (Default) workspace-write: Write to files in 
current directory

3. danger-full-access: Disable sandboxing 
altogether

Reference: https://developers.openai.com/codex/security

Codex is secure by default: approval + sandboxing

● Sandbox mode limits 
access: By default, Codex 
can only edit the current 
workspace and cannot use 
the network

● Approval mode gates 
actions: Codex pauses 
when it needs elevated 
permissions, so you stay in 
control

● Escalate intentionally: 
Loosen these settings only 
for trusted repos or specific 
tasks

https://developers.openai.com/codex/security
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02 Sub-agents
How it works: Codex creates a separate 
agent thread with inherited context/config, 
runs it independently

Why this exists: it lets one main thread fan 
out work (e.g., research + synthesis) without 
blocking the primary turn

Add multi_agent = true to config.toml



● Enable multi-agents in the Codex settings 
~/.codex/config.toml file or /experimental

● Each agent has a description, distinct developer 
instruction, and model + reasoning settings, and 
sandboxing
○ Built-in roles: default, worker, explorer, 

monitor

● E.g. reviewer

model = "gpt-5.3-codex"
model_reasoning_effort = "high"
developer_instructions = "Focus on high priority 
issues, write tests to validate hypothesis before 
flagging an issue. When finding security issues give 
concrete steps on how to reproduce the vulnerability."

[features]
multi_agent = true

[agents.default]
description = "General-purpose helper."

[agents.reviewer]
description = "Find security, correctness, and test risks 
in code."
config_file = "agents/reviewer.toml"

[agents.explorer]
description = "Fast codebase explorer for read-heavy 
tasks."
config_file = "agents/custom-explorer.toml"

02 Multi-agents



02 Multi-agents
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03 Plan Mode

/plan breaks task into short 
execution plan, then ask to approve 
before it starts making tool calls or 
file changes
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04 Personality 

/personality controls behavior like brevity, 
formality, and explanation style while 
keeping the same tools and permissions 
behind the scenes.

Options

1. Friendly - Warm, collaborative, and 
helpful.

2. Pragmatic - Concise, task-focused, and 
direct
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05 Memory

● Enable memory in the Codex settings 
~/.codex/config.toml 

● Idle sessions in the background are consolidated 
into a local memory workspace.

● Memories then influences future sessions by 
injecting a compact summary and making 
deeper memory files available for lookup.

● Codex can better carry forward durable 
preferences, recurring project context, and prior 
decisions across sessions.

[features]
memories = truet

~/.codex/memories/memory_summary.md

## User Profile
This user uses Codex as an 
execution-heavy engineering workbench, 
not a brainstorming toy…
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06 World's first Windows Agent Sandbox

Windows now has two sandbox options: elevated 
(default Windows sandbox path) and unelevated 
(legacy/non-admin).

Windows users get a popup to ask “Do you want to 
allow this app to make changes?” and adds to config

- [windows] sandbox="elevated|unelevated"

What’s changed

- Core security model has been hardened
- Elevated mode uses dedicated sandbox 

identities/capability SIDs with stronger ACL 
isolation plus more robust setup/error handling 
and telemetry so failures are visible/diagnosable
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/statusline configures which items to 
display in the status line

16

07 Status Line
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Extend the path to which Codex can write, 
e.g:

Useful for Gradle developers, iOS developers

Examples paths:
Python: ~/.cache/uv

 Rust: ~/.cargo/registry
Go: ~/.cache/go-build
Java/Gradle/Maven : ~/.gradle/caches, 

~/.gradle/wrapper, ~/.m2/repository
Bazel/ccache: ~/.cache/bazel, ~/.ccache

Note: Codex doesn’t necessarily need to write here – 
reading doesn’t require things to be added to 
writable_roots

08 Writable_roots
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Control which shell commands Codex can 
execute, using rule-based allow / prompt / 
forbid decisions.

~/.codex/rules/default.rules

✅ codex execpolicy check gh pr 
791

❌ codex execpolicy check gh pr delete 
712

09 ExecRules



Long Horizon Tasks
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How Codex ran for >24 hrs

Steps (cookbook):

1. Prompt.md that contains the prompt with 
goals, requirements, deliverables, product 
spec

2. Plans.md that houses implementation plan 
with milestones and validation step. 
Architecture.md that has the guiding 
principles

3. Implement.md that contains the implement 
prompt that references Plans.md using 
GPT-5.2-Codex on X-High reasoning

4. Documentation.md where milestone status 
lives as Codex implements

Result: 13M tokens, 25 hour execution, 45k LOC

https://developers.openai.com/cookbook/examples/codex/long_horizon_tasks


Build Automations with 
Codex



Programmatic way to control Codex agent

• Same Codex behavior, but triggered from CI, 
scripts, or internal tools

• Turn repeatable tasks into an API: lint, 
refactors, migrations, test generation, release 
notes

• Keep guardrails on by default: approvals + 
sandboxing help teams ship automation 
safely

• Scale beyond the CLI: orchestrate larger 
workflows + wire results into existing systems

23

Codex SDK



Confidential and proprietary.

Security Triage

Codex can automatically review your code for 
security and quality issues during CI runs, 
ranking findings and even proposing verified 
patches

Test Coverage Bot

Codex can detect uncovered files in your repo 
and generate unit tests right in the CI pipeline.

Refactor & Cleanup Automation

Codex running as background jobs so your 
codebase stays clean without devs needing to 
manually sweep through it.

Release Hygiene Automation 

Automate the release chores like updating 
changelogs, refreshing READMEs or 
AGENTS.md, and scaffolding migration 
scripts.

Embed Codex functionality using headless mode



codex exec "analyze this app for code 
quality issues." --output-schema 
codex-output-schema.json | jq

• Codex adheres to output JSON schema

• Summarize audit findings and return 
issues identified and recommendations

CLI Output

Schema

Analyze for code quality issues



Building Workflows with Codex & Agents SDK

• Use Codex as an MCP Server that 
can be called as a tool by an agent.

• Control context and handoffs 
between agents.

• Create agents designed for 
specific tasks: frontend, backend, 
test implementation.

• More examples in the OpenAI 
Cookbook: 
https://cookbook.openai.com/topi
c/codex 

https://cookbook.openai.com/topic/codex
https://cookbook.openai.com/topic/codex


On-Prem Code Review

• Use the Codex CLI in exec mode 
with the same system prompt we 
use for Code Review.

• Use GPT-5-Codex’s unique Code 
Review capabilities.

• CLI Structured outputs produce a 
comment, priority, and citation.

• Runs in your on-prem CI/CD.



Auto-Fix Failing CI

• Trigger Codex based on CI failures.

• Codex checks out its own branch 
and works to fix the failures.

• Result: a PR that passes tests.



Automatically Label Issues

• Trigger Codex on issue creation.

• Categorize issue based on a series 
of predefined labels.

• Update issues with the relevant 
label.



Harness Engineering
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Let’s dive into 
how this 
OpenAI team 
uses Codex
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This team ran a 5 month experiment: ship an internal beta 
product with 0 lines of manually-written code 

Codex wrote everything: product code, tests, CI, docs, 
observability, internal tooling 

Result: roughly 1M lines of code, about 1,500 PRs merged 

Core shift: engineering time moves from “typing code” to 
designing environments, intent, and feedback loops

https://openai.com/index/harness-engineering/

How our internal team uses Codex 
(the extreme version)
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Prompt → agent run → PR → reviews → iterate

Humans interact via prompts, but the artifact is a pull 
request 

Codex is instructed to: self-review locally, request additional 
agent reviews, address feedback, loop until satisfied 

Agents use standard dev tools directly (gh, scripts, 
repo-embedded skills) to fetch context 

We push review effort toward agent-to-agent review over 
time

The day-to-day loop (PRs, not 
prompts)
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If the agent cannot see it, it cannot fix it

Our bottleneck became human QA, so we made the app itself 
legible to Codex 

Worktree-per-change so Codex can boot and drive an 
instance per PR 

Wired Chrome DevTools Protocol into the runtime and 
created skills for DOM snapshots, screenshots, navigation 

Exposed logs, metrics, traces via an ephemeral observability 
stack per worktree; agents query with LogQL and PromQL

Make the product legible to the 
agent (UI + observability)
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Keep context in the repo, versioned, and discoverable

Lesson: give Codex a map, not a 1,000 page instruction 
manual 

Use a short AGENTS.md as a table of contents; deeper truth 
lives in structured docs/ 

Plans are first-class artifacts: active, completed, tech debt, 
decision logs, all in-repo 

Enforce mechanically: linters and CI validate docs are fresh, 
cross-linked, structured, and agents open + fix PRs

Repository knowledge is the system 
of record (give a map, not a manual)
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Progressive disclosure: agents start with a small, stable 
entry point and are taught where to look next, rather than 
being overwhelmed up front

Architecture documentation provides a top-level map of 
domains and package layering

docs/ serves as repository’s knowledge base

Design documentation includes verification status and a set 
of core beliefs that define agent-first operating principles

Plans are treated as first-class artifacts
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Rigid architectural model with validated dependency 
directions; enforced via custom linters and structural tests 

Encode “taste invariants” (logging, naming, file size limits, 
reliability rules) into tooling, not reviewer heroics 

Merge philosophy shifts: minimal blocking gates, short-lived 
PRs, fixes are cheap, waiting is expensive 

“Golden principles” + recurring cleanup tasks act like 
garbage collection for AI drift

Guardrails that scale agent 
throughput
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What have you been using 
Codex for? Anything to 
highlight for the group?



Codex Architecture



Codex Architecture
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Agent

- It’s a loop!
- Devil is in the details

- Tool set
- Sandbox
- Truncation
- Compaction
- Environment information
- Subagents
- AGENTS.md/Rules

- Open-source
- Rust
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app-server

API of the agent

- JSON-RPC
- Can run on a different machine

- Main integration point
- Shared data types 

- Turn - user message to agent response
- Thread
- Item

- Shell command
- File Change
- Todo list
- Plan
- Reasoning
- Web-search
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Responses API

- Strongly-typed completions
- Items

- message
- function_call
- function_call_output
- custom_tool
- custom_tool_output

- Compaction
- Web-search
- Image generation
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● Test out advanced features and look 

out for /experimental features

● Have Codex run a long and complex 

task for you uninterrupted

● Leverage Codex SDK to build out 

additional use cases

Next Steps



Q&A
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Codex 
Documentation 

developers.openai.com/codex

47

Codex 
Cookbooks

cookbook.openai.com/topic/codex

Codex 
Changelog

developers.openai.com/codex/changelog

Resources

https://developers.openai.com/codex
https://developers.openai.com/codex
https://cookbook.openai.com/topic/codex
https://cookbook.openai.com/topic/codex
https://developers.openai.com/codex/changelog/
https://developers.openai.com/codex/changelog/

